
The DaWa SWandardV AXWhoriW\, SerYice SWandardV, APIV, Whe NHS, and 
PXblic TrXVW 
 
The remiW and riVkV of Whe DaWa SWandardV AXWhoriW\ are broad; in WhiV noWe Ze onl\ coYer 
iniWial VXbVWanWiYe iVVXeV. APIV for Vpecific acceVV Wo neceVVar\ aWWribXWeV are beWWer Whan 
bXlk daWa Vharing, and medConfidenWial VXpporWV Whe principle of VWrengWhening Whe VerYice 
VWandard and Technolog\ Code of PracWice aroXnd daWa XVe. HoZeYer, Whe deWailV maWWer.​1 
 
AbRXW PedCRQfLdeQWLaO ​2 
 
medConfidenWial iV an independenW non-parWiVan organiVaWion campaigning for confidenWialiW\ 
and conVenW in healWh and Vocial care, Zhich VeekV Wo enVXre WhaW eYer\ floZ of daWa inWo, acroVV 
and oXW of Whe NHS and care V\VWem iV ​cRnVenVXal, Vafe, and WUanVSaUenW​. 
  
FoXnded in JanXar\ 2013, medConfidenWial ZorkV ZiWh paWienWV and medicV, VerYice XVerV and 
care profeVVionalV; draZV adYice from a neWZork of e[perWV in Whe fieldV of healWh informaWicV, 
compXWer VecXriW\, laZ/eWhicV and priYac\; and belieYeV Where need be no conflicW beWZeen good 
reVearch, good eWhicV and good medical care. We alVo engage ZiWh daWa XVe acroVV 
GoYernmenW, aV Wo a firVW appro[imaWion, Whe daWa WhaW inVWiWXWionV of VWaWe ZanW Wo cop\ moVW iV 
\oXr medical record. 

 
BacNJURXQd RQ DaWa LQ GRYeUQPeQW 
 
medConfidenWial haV long ​3​ engaged ZiWh GDS​4​ oYer ParW 5 of Whe DigiWal Econom\ AcW, and Whe 
obligaWionV in Whe laZ and Whe CodeV of PracWice. In VhorW, Where are WZo parWicXlar long Werm 
deliYerableV reqXired from Whe DaWa SWandardV AXWhoriW\: 
 

Ɣ A mandaWor\ regiVWer of all projecWV Zhich XVe WhoVe poZerV;​5 
Ɣ PXblicaWion of paperZork for WhoVe projecWV (eiWher proacWiYel\,​6​ or Yia FOI​7​ if noW).  

 
All VXch docXmenWV are WheoreWicall\ aYailable Xnder FOI, bXW ZiWhoXW proacWiYe pXblicaWion, 
for an\ projecW WhaW receiYeV VignificanW pXblic aWWenWion, a 20+ da\ ZaiW for FOI iV Xnlikel\ Wo 
proYide pXblic confidence in Whe projecW ± or reaVVXrance in GDS. (PlXV, Zhen Whe analog\ iV 
e[Wended Wo Whe DaWa SWandardV AXWhoriW\, confidence in Whe official VWaWiVWical V\VWemV of 
ONS.) 
 

1 GiYen WhiV iV a neZ biW of GDS/ONS, Ze inclXde fooWnoWeV Wo referenceV Zhich Zill proYide conWe[W. 
2 ​ZZZ.medConfidenWial.org  
3 ​hWWpV://medconfidenWial.org/Wag/digiWaleconom\/  
4 Originall\ GDS, When DCMS, noZ back Wo GDS. 
5 CXrrenWl\ aW ​hWWpV://regiVWerV.cXlWXre.goY.Xk/  
6 
hWWpV://ZZZ.goY.Xk/goYernmenW/pXblicaWionV/daWa-Vhare-piloW-beWZeen-hmrc-and-local-aXWhoriWieV-a-Wo-
c  
7 ​hWWpV://ZZZ.ZhaWdoWhe\knoZ.com/XVer/Vam_from_medconfidenWial  

http://www.medconfidential.org/
https://medconfidential.org/tag/digitaleconomy/
https://registers.culture.gov.uk/
https://www.gov.uk/government/publications/data-share-pilot-between-hmrc-and-local-authorities-a-to-c
https://www.gov.uk/government/publications/data-share-pilot-between-hmrc-and-local-authorities-a-to-c
https://www.whatdotheyknow.com/user/sam_from_medconfidential


DSA VWaff ma\ benefiW from a conYerVaWion ZiWh Whe DEA parW of GDS ± aVVXming WhaW haV 
noW alread\ happened ± aV Whe DSA alread\ appearV Wo be repeaWing Vome of Whe miVVWepV 
of DEA... 
 
DaWa LQ WKe SeUYLce SWaQdaUd aQd CRde Rf PUacWLce 
 
ReqXiremenW:​ WLOO WKe DaWa SWaQdaUdV AXWKRULW\ KaYe ​loZer ​ VWaQdaUdV WKaQ WKe DLJLWaO 
EcRQRP\ AcW CRde Rf PUacWLce? ​ReplicaWing Whe reqXiremenW for Whe DigiWal Econom\ AcW 
regiVWer, an\ and eYer\ XVe of an agreemenW WhaW inYolYeV perVonal daWa Xnder Whe aXVpiceV 
of Whe DaWa SWandardV AXWhoriW\ mXVW alVo be liVWed in a regiVWer. ​If VXcK daWa VKaULQJ LV ​QRW 
LQcOXded LQ a SXbOLc UeJLVWeU, LW VKRXOd QRW be deePed WR KaYe PeW WKe VWaQdaUdV aQd 
QRUPV Rf ONS / GDS. 
 
WhaW obligaWionV, if an\, are Where on Whe DaWa SWandardV AXWhoriW\ (or on ONS / GDS) WhaW 
proYide for VecreW daWa agreemenWV baVed on Wheir Zork? E[cepWing a clear and Vpecfic 
VWaWXWor\ baViV, Whe Technolog\ Code of PracWice VhoXld be amended Wo e[pliciWl\ prohibiW 
daWa agreemenWV WhaW are noW pXbliVhed.​8 
 
IW iV Xnlikel\ WhaW Whe moVW problemaWic projecWV Zill folloZ Whe SerYice SWandard (Zhich iVn¶W 
binding) or Whe Technolog\ Code of PracWice ± Zhich argXabl\ iV binding, bXW Zhich iV 
Zorded Vo aV Wo haYe loopholeV. The areaV of moVW concern Zill likel\ ariVe aroXnd 
polic\-baVed eYidence-making in 10dV, or Whe ³InWegraWed DaWa PlaWform (IDP) for 
goYernmenW´.​9 
 
WiWhoXW compleWe WranVparenc\ aroXnd projecWV agreed b\ Whe DaWa SWandardV AXWhoriW\, iW iV 
noW reaVonable for GDS / ONS Wo e[pecW an\one in goYernmenW ± or be\ond ± Wo XnderVWand 
Whe difference beWZeen WhoVe projecWV Zhich VaWiVf\ Whe DaWa SWandardV AXWhoriW\, and WhoVe 
Zhich onl\ preWend Wo be repXWable. OWherZiVe, Zhen poliWicall\ conWroYerVial media 
fireVWormV ariVe, Where Zill Vimpl\ be no difference in Whe e\eV of Whe pXblic. 
 
FolloZing Whe lead of Whe Office for SWaWiVWicV RegXlaWion, one fXndamenWal meaVXre Whe DSA 
mXVW Wake Wo enVXre and preVerYe iWV inVWiWXWional inWegriW\ iV Wo inViVW Xpon pXblicaWion: 
VomeWhing onl\ meeWV DSA VWandardV ​if iW iV SXbliVhed ​. 
 
Similarl\, Whe DSA, Whe Technolog\ Code of PracWice, and all agreemenWV VhoXld make 
e[pliciW WhaW cop\ing daWa from APIV inWo local daWabaVeV ​ZiWhRXW Whe e[SliciW cRnVenW Rf Whe 
API RZneU​ iV prohibiWed,​10​ and cannoW be laZfXl Xnder DPA aV a reVXlW. 
 
We are aZare WhaW demanding high VWandardV of WrXVW and compeWence Zill make Vome 
DeparWmenWV rXn aZa\ and hide ± Whe choiceV ONS / GDS make Zill driYe Whe behaYioXrV 
\oX incenWiYiVe. And medConfidenWial e[pecWV Wo hold GDS/ONS accoXnWable for Whe 
oXWcomeV of deciVionV made. 

8 When amending Whe Technolog\ Code of PracWice and SerYice SWandard, iW VhoXld alVo be noWed WhaW 
all pXblic VerYiceV mXVW compl\ ZiWh Whe EqXaliW\ AcW, and aV Whe ​B\rom ReYieZ noWeV​, ZiWhoXW daWa 
Where iV no Za\ for a deparWmenW or VerYice Wo aVVXre WhaW iW iV meeWing legal obligaWionV.  
9 ​hWWpV://ZZZ.onV.goY.Xk/neZV/neZV/naWionaldaWaVWraWeg\WheonVWakeVcenWreVWage  
10 ​hWWpV://ZZZ.iWpro.co.Xk/polic\-legiVlaWion/daWa-goYernance/354496/bre[iW-VecXriW\-WalkV-Xnder-WhreaW- 
afWer-Xk-accXVed-of​ - Whe Home Office breaching daWa agreemenWV ZoXld noW be XnprecedenWed... 

https://www.thelegaleducationfoundation.org/articles/the-legal-education-foundation-is-today-publishing-a-blueprint-for-digital-justice
https://www.ons.gov.uk/news/news/nationaldatastrategytheonstakescentrestage
https://www.itpro.co.uk/policy-legislation/data-governance/354496/brexit-security-talks-under-threat-after-uk-accused-of
https://www.itpro.co.uk/policy-legislation/data-governance/354496/brexit-security-talks-under-threat-after-uk-accused-of


TKe VWaQdaUdV aQd RXWSXWV Rf WKe AXdLW TUaLOV Rf API acceVV 
 
DirecW care record-finding VerYiceV in Whe NHS alread\ haYe a problem ZiWh µcreep\ Vingle 
docWorV¶ ​11​ looking Xp Whe recordV of paWienWV Whe\ go on daWeV ZiWh. WhaW VWepV Whe DaWa 
SWandardV AXWhoriW\ Zill Wake and reqXire of oWherV Wo aYoid replicaWing WhiV and relaWed 
problemV acroVV GoYernmenW are, aV \eW, Xnclear.  
 
DWP haV alread\ VWaWed Wo ParliamenW WhaW iW ZanWV acceVV Wo healWh and bank recordV.​12 
medConfidenWial fXll\ e[pecWV Whe moVW Wo[ic parWV of goYernmenW Wo be firVW in line for Whe 
moVW VenViWiYe daWa.​13 
 
In an enYironmenW of API acceVV Wo ciWi]enV¶ indiYidXal-leYel daWa ± for Whe proYiVion of 
VerYiceV, eWc. ± Whe onl\ Yiable Za\ Wo miWigaWe and deWecW abXVe iV for eYer\ ciWi]en Wo knoZ 
hoZ Wheir daWa haV been acceVVed Yia WhoVe APIV. If \oX do noW knoZ WhaW \oXr daWa ZaV 
acceVVed, \oX cannoW confirm iW ZaV acceVVed laZfXll\ and properl\ ± nor can \oX raiVe 
qXeVWionV aboXW ZheWher iW ZaVn¶W acceVVed Zhen iW VhoXld haYe been.​14 
 
WiWhoXW proYiding WhiV knoZledge, GDS / ONS Zill be adYocaWing inWrXVion and harmV on Xp 
Wo an indXVWrial Vcale, ZiWh no mechaniVm for deWecWion or redreVV.  
 
The onl\ meaningfXl mechaniVm for deWecWion iV for eYer\ ciWi]en Wo be able Wo knoZ hoZ 
WheiU ​perVonal daWa haV been acceVVed WhroXgh APIV. There can and VhoXld be oWher 
V\VWemic checkV and VafegXardV, bXW for a V\VWem Wo be WrXVWZorWh\ eYidence mXVW be 
proYided Wo Whe people affecWed b\ XVe of daWa aboXW Whem. ForWXiWoXVl\, ZiWh Whe adYenW of 
Whe forWhcoming GOV.UK Login, eYer\ goYernmenW VerYice VhoXld be able Wo VhoZ 
aXWhenWicaWed ciWi]enV hoZ daWa aboXW Whem haV been XVed, WhroXgh DSA VWandardiVed APIV.  
 
Some Zork haV alread\ been done on ZhaW WhiV mighW look like:  
 

hWWpV://medconfidenWial.org/Zp-conWenW/XploadV/2015/12/GDUR_Zeb.jpg  

  

11 ​hWWpV://medconfidenWial.org/Zp-conWenW/XploadV/2020/09/Creep\-Vingle-docWorV-Y2.pdf  
12 Q2, Q3, Q31 ± ​hWWpV://commiWWeeV.parliamenW.Xk/oraleYidence/1093/pdf/  
13 There iV a reaVon oXr reporW on Whe daWa floZV in UniYerVal CrediW / DWP referenced a MonVWer 
FacWor\ 
14 ​hWWpV://medconfidenWial.org/Zp-conWenW/XploadV/2020/09/Creep\-Vingle-docWorV-Y2.pdf  

https://medconfidential.org/wp-content/uploads/2015/12/GDUR_web.jpg
https://medconfidential.org/wp-content/uploads/2020/09/Creepy-single-doctors-v2.pdf
https://committees.parliament.uk/oralevidence/1093/pdf/
https://medconfidential.org/wp-content/uploads/2020/09/Creepy-single-doctors-v2.pdf


TKe APIV OLVW ​15​ ​± CRQWeQWV aQd RePLW 
 
The inclXVion of Whe deWailV of NHS direcW care ​16​ APIV in a liVW of ³cenWral and local 
goYernmenW´ APIV iV fXndamenWall\ problemaWic and conWraVWV badl\ ZiWh Whe approach WhaW 
ZaV Waken for police APIV, Zhere Where iV inVWead a Vingle link Wo a Zeb page WhaW iV hoVWed 
ZiWhin an appropriaWe domain.  

 
FRU ZKaW UeaVRQ dReV ONS / GDS WKLQN WKaW a JRYeUQPeQW DeSaUWPeQW PLJKW 
ZLVK WR acceVV aQ LQdLYLdXaO¶V dLUecW caUe EQd Rf LLfe SOaQ?​17​ Or Whe FGM riVk 
liVW? ​18​ Or acceVV an\ GP medical record in England? ​19​ Or Whe deWailV of eYer\one 
regiVWered ZiWh Whe NHS? ​20​ All SXmmar\ Care RecordV? ​21​ Or preVcripWionV? ​22 

 
AcceVV Wo Whe NHS PerVonal DemographicV SerYice (PDS) b\ goYernmenW DeparWmenWV iV 
highl\​ conWroYerVial, and VXbjecW Wo VignificanW goYernance WhaW goeV far be\ond mere 
Wechnical meanV.​23​

 ​
24​

 ​
25​

 ​
26​  IW iV no longer NHS polic\ WhaW Whe Home Office can reqXire an\ 

daWa from Whe NHS WhaW iW deemV fiW, eYen if iW ma\ be Home Office polic\ WhaW iW can Wr\ Wo do 
Vo. 
 
IW ZoXld be VWraWegicall\ XnZiVe for Whe DaWa SWandardV AXWhoriW\ Wo perViVW Whe miVWaken 
belief WhaW Whe choiceV of ZhaW iW promoWeV are apoliWical, and WhaW daWa XVe iV µnoW oXr 
deparWmenW¶.​27 
 
The choice of Whe leYel of deWail giYen for Whe NHS conWraVWV VWarkl\ (and e[Wremel\ badl\) 
ZiWh Whe approach choVen for police.Xk APIV, Zhere a Vingle api.goY.Xk page linkV XVerV Wo 
Whe releYanW informaWion on Whe police.Xk domain. ​WK\ KaV WKe aSSURacK WaNeQ fRU SROLce 
APIV QRW beeQ XVed fRU NHS APIV? 
 
ThiV difference in WreaWmenW coXld be read aV a polic\ deciVion ZiWhin Whe DaWa SWandardV 
AXWhoriW\ WhaW an\ linkV Zhich coXld be made beWZeen goYernmenW and healWh daWa, VhoXld 
be aYailable. ThaW iV noW a GDS deciVion Wo Wake. GDS haV neiWher Whe knoZledge or Whe 
e[perWiVe Wo be able Wo accoXnW for Whe effecWV of µmonVWer facWorieV¶ ​28​ elVeZhere in 
GoYernmenW. And more fXndamenWall\, doeV WhiV mean Whe poViWion of ONS and GDS iV WhaW 

15 ​hWWpV://ZZZ.api.goY.Xk/​ or, Vince Whe problemaWic NHS VecWion VhoXld geW Waken doZn qXiWe qXickl\: 
hWWp://Zeb.archiYe.org/Zeb/20201106203419if_/hWWpV://ZZZ.api.goY.Xk/#Xk-goYernmenW-apiV  
16 ³direcW care´ being ZordV ZiWh parWicXlar meaning in laZ 
17 ​hWWpV://ZZZ.api.goY.Xk/nhV/end-of-life-fhir-api/#end-of-life-fhir-api  
18 ​hWWpV://ZZZ.api.goY.Xk/nhV/female-geniWal-mXWilaWion-fhir-api/#female-geniWal-mXWilaWion-fhir-api  
19 ​hWWpV://ZZZ.api.goY.Xk/nhV/gp-connecW-fhir-api/#gp-connecW-fhir-api  
20 ​hWWpV://ZZZ.api.goY.Xk/nhV/perVonal-demographicV-VerYice-fhir-api/  
21 ​hWWpV://ZZZ.api.goY.Xk/nhV/VXmmar\-care-record-fhir-api/#VXmmar\-care-record-fhir-api  
22 ​hWWpV://ZZZ.api.goY.Xk/nhV/preVcripWion-Wracker/  
23 ​hWWpV://old.parliamenW.Xk/bXVineVV/commiWWeeV/commiWWeeV-a-]/commonV-VelecW/healWh-commiWWee/ 
inqXirieV/parliamenW-2017/moX-daWa-Vharing-nhV-digiWal-home-office-inqXir\-17-19/  
24 ​hWWpV://XnderVWandingpaWienWdaWa.org.Xk/neZV/healWh-VelecW-commiWWee-moX-reporW  
25 ​hWWpV://ZZZ.independenW.co.Xk/neZV/healWh/nhV-paWienW-daWa-home-office-immigraWion-enforcemenW- 
illegal-aV\lXm-VeekerV-healWhcare-a8186746.hWml  
26 
hWWpV://ZZZ.WhegXardian.com/VocieW\/2018/ma\/09/goYernmenW-Wo-VWop-forcing-nhV-Wo-Vhare-paWienWV- 
daWa-ZiWh-home-office  
27 ​hWWpV://ZZZ.markeWplace.org/2020/10/21/VaWiriVW-Wom-lehrer-pXW-hiV-VongV-inWo-pXblic-domain/  
28 ​hWWpV://medconfidenWial.org/2020/XniYerVal-crediW/  

https://www.api.gov.uk/
http://web.archive.org/web/20201106203419if_/https://www.api.gov.uk/%23uk-government-apis
https://www.api.gov.uk/nhs/end-of-life-fhir-api/%23end-of-life-fhir-api
https://www.api.gov.uk/nhs/female-genital-mutilation-fhir-api/%23female-genital-mutilation-fhir-api
https://www.api.gov.uk/nhs/gp-connect-fhir-api/%23gp-connect-fhir-api
https://www.api.gov.uk/nhs/personal-demographics-service-fhir-api/
https://www.api.gov.uk/nhs/summary-care-record-fhir-api/%23summary-care-record-fhir-api
https://www.api.gov.uk/nhs/prescription-tracker/
https://old.parliament.uk/business/committees/committees-a-z/commons-select/health-committee/inquiries/parliament-2017/mou-data-sharing-nhs-digital-home-office-inquiry-17-19/
https://old.parliament.uk/business/committees/committees-a-z/commons-select/health-committee/inquiries/parliament-2017/mou-data-sharing-nhs-digital-home-office-inquiry-17-19/
https://understandingpatientdata.org.uk/news/health-select-committee-mou-report
https://www.independent.co.uk/news/health/nhs-patient-data-home-office-immigration-enforcement-illegal-asylum-seekers-healthcare-a8186746.html
https://www.independent.co.uk/news/health/nhs-patient-data-home-office-immigration-enforcement-illegal-asylum-seekers-healthcare-a8186746.html
https://www.theguardian.com/society/2018/may/09/government-to-stop-forcing-nhs-to-share-patients-data-with-home-office
https://www.theguardian.com/society/2018/may/09/government-to-stop-forcing-nhs-to-share-patients-data-with-home-office
https://www.marketplace.org/2020/10/21/satirist-tom-lehrer-put-his-songs-into-public-domain/
https://medconfidential.org/2020/universal-credit/


an\ parW of GoYernmenW VhoXld in principle haYe acceVV Wo an\ daWa held elVeZhere in 
GoYernmenW? 
 
We noWe one of GDS¶V priYaWe argXmenWV in faYoXr of ChapWer 1 of ParW 5 of Whe DigiWal 
Econom\ AcW (DEA) ZaV Whe abiliW\ Wo alloZ Whe Home Office acceVV Wo Whe medical recordV 
of (all) Zomen Wo ³deWecW´ Vham marriageV.​29​ IW Zill come aV liWWle VXrpriVe WhaW cenWral 
goYernmenW haV made ​]eUR ​ XVe of WhaW ParW of Whe DEA Vince iW became laZ.​30 
 
GiYen iWV piYoWal role in GoYernmenW daWa VWraWeg\, a greaW deal of pXblic confidence in daWa 
acceVV and daWa Vharing Zill likel\ (and probabl\ VhoXld) be baVed on ZhaW Whe DaWa Sharing 
AXWhoriW\ doeV, and alVo on Whe WranVparenc\ ZiWh Zhich iW doeV iW. 
 
Earl\ VignV are noW opWimiVWic. 
 
 

29 ³IW iV enWirel\ logical for a Home Office official WaVked ZiWh preYenWing Vham marriageV Wo belieYe WhaW 
acceVVing NHS daWa WhaW GPV ma\ haYe on mariWal happineVV ZoXld help Whem do Wheir job. ThaW Whe 
CabineW Office Zere e[pecWing WhaW Wo be an e[ample in Wheir pXblic conVXlWaWion VhoZV hoZ eaV\ iW iV 
Wo miVXnderVWand Whe pXblic inWereVW. Care.daWa VW\le miVWakeV are noW an iVolaWed incidenW in Whe pXblic 
VecWor - iW ZaV onl\ Whe firVW.´ - 
hWWpV://pXblicaWionV.parliamenW.Xk/pa/cm201617/cmpXblic/digiWaleconom\ 
/memo/DEB08.hWm 
 
³For e[ample, prior Wo paVVage of Whe DigiWal Econom\ AcW, a µVham marriageV objecWiYe¶ ZaV 
diVcXVVed Zhere Whe When-DirecWor of DaWa aW Whe CabineW Office raiVed ZiWh NHSofficialV ZheWher Whe 
Home Office coXld acceVV all Zomen¶V medical recordV, looking for indicaWorV of µVe[Xal 
diVVaWiVfacWion¶ Wo help fXrWher WhiV Home Office polic\ ± Whe narroZ objecWiYe of one 
poliWicall\-prioriWiVed ciYil VerYanW.´ - ​hWWpV://medconfidenWial.org/Zp-conWenW/XploadV/2020/09/OKRV.pdf  
 
30 ​hWWpV://medconfidenWial.org/2020/daWa-miVXVe-aV-miVVed-XVe/  

https://publications.parliament.uk/pa/cm201617/cmpublic/digitaleconomy/memo/DEB08.htm
https://publications.parliament.uk/pa/cm201617/cmpublic/digitaleconomy/memo/DEB08.htm
https://medconfidential.org/wp-content/uploads/2020/09/OKRs.pdf
https://medconfidential.org/2020/data-misuse-as-missed-use/

